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Big Data Analytics:
from Laboratory tO Life By Peter Kua Seng Choy

A primer on big data analytics (BDA) and its celebrated 3Vs - volume, velocity
and variety. BDA is only as useful as the value it creates to drive economic
prosperity, government efficiency, and social good. Today, BDA is available to
anyone who wishes to exploit it to create a better world.

Digital Forensic Readiness
il‘l Organizations By Kayne Hoo Kah Yan

The digital transformation of business processes and operations opens

up potential surface of attack for cyber-criminals. Organizations have to
step up to be forensically ready so that they will be able to manage cyber
incidents effectively by maximizing available digital evidence within their
environment. Hence, limiting damage and minimizing costs associated with
a breach or compromise.

This article discusses why organizations should be forensically ready and
outlines how forensic readiness can be implemented within the organization.
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Big data includes a wide variety of large datasets that can be processed and analyzed using big
data analytics or BDA. Among big data’s most significant features are the 3Vs - Volume, Velocity
and Variety.

VOLUME covers the large amounts of data that is produced and amassed by organizations. Over
40 billion videos and photos have been posted on Instagram since its launch; every year, Google
handles over two trillion searches, and Netflix users consume over one billion hours of video
weekly. BDA must be capable of handling and analyzing the enormous quantities of data that are
generated by machines and people.

VELOCITY refers to the speed of data generated today. Data velocity can be best highlighted
through social media examples. In a single minute, Twitter sees over half a million tweets, 4.5
million YouTube videos are watched, and Tinder users collectively swipe 1.4 million times. BDA
must be capable of analyzing and processing such high-speed data.

VARIETY represents both unstructured and structured data. Unstructured data is unorganized data
such as emails, handwritten documents, voicemails, ECG readings and audio recordings. Structured
data on the other hand, represents strings, dates and numbers that can be arranged in database-
like repositories. Over 80% of all data exists in an unstructured form. BDA needs to be competent
in analyzing and processing these datasets, specifically unstructured data.

TRANSFORMING THE 3VS INTO VALUE //

Unless value can be obtained to benefit the economy, government and society, big data and BDA
are useless.
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Organizations employ BDA to gather, process and analyze big data in a bid to gain competitive
advantage. They utilize the insights from BDA to make decisions that will increase profits, drive

down costs and maximize efficiencies.

Big data analytics can also help a government enhance its competency and productivity. And
through BDA'’s positive effects on the government and the economy, society at large stands to gain.

BDA MADE POSSIBLE FOR EVERYONE TODAY //

Big data analytics used to be confined to academic institutions and major R&D houses since only
they had the resources to buy the computing power and storage required to perform advanced

simulations and predictive analytics.

Today, cheap storage and powerful microprocessors are easily accessible to people who have the

data and skills to implement advanced analytics.

Moore's Law: Transistors per microprocessor
Number of transistors which fit into a microprocessor. This relationship was famously related to Moore's Law, which
was the observation that the number of transistors in a dense integrated circuit doubles approximately every two
years.
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Figure 1: Computing power has doubled every 2 years

Ever since the first 2300-transistor Intel 4004 was introduced in 1971, integrated circuits have
doubled their transistor count every two years. To put it simply, computing capabilities have
doubled every 2 years. A 6-core Intel i7 microprocessor today contains over 2.6 billion transistors.
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This incredible rise in computing power has accelerated BDA. It has enabled high-speed and
complex predictive analytics. Advanced technologies like machine learning and deep neural
networks require enormous amounts of computer processing power to learn and achieve a high
degree of accuracy.

Computer memory prices have fallen drastically as well, which has helped the cause of big data
analytics. Lots of storage and data are required for preparing advanced predictive analytic models
like artificial neural networks. These models need access to plenty of historical data in order to
make accurate forecasts.

Historical Cost of Computer Memory and Storage
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Figure 2: Price of computer storage has drastically fallen since its conception - Source/jcmit.net

Back in the 80s, a 1 GB hard drive would have cost more than $500,000. Now, these drives can be
bought for prices less than $0.03 per gigabyte.

Additionally, cloud computing has enabled individuals and organizations to rent the storage and
computing power they require for analyzing and processing big data.

Cloud computing has lowered the entry barriers for BDA through its cost-effective pay-per-use
business model. Cloud computing frees organizations from having to purchase and manage
physical machines, databases and licenses.
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Figure 3: Cloud computing empowers on-demand big data analytics

It is now possible to lease an unlimited amount of computing power and storage. Huge amounts
of data can be processed by cloud-based infrastructure. The training and validation of predictive
models can also be done on the cloud. Once these intelligent models have been trained and
corroborated, the cloud’s virtual machines can be terminated.
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DIGITAL FORENSIC

READINESS IN ORGANIZATIONS

By Kayne Hoo Kah Yan

Is Your Organization
Prepared for
LYBER RICIDENTS ?

Cyberattacks are

In the current trend, the growth of
applications and device capabilities to
accommodate various online services leads
th to a higher risk of exposure to cyberattacks.

. . an . Some common examples of online services
business from other industries include bank transfers, bill payments, online

Source: Boston Consulting Group, 20 June 2019. For Wealth Managers, Off Year Sparks i i i i
Opportnityt Refgite Coouth shopping, trip booking, and membership

Overview: https://www.bcg.com/d/press/20june2019-global-wealth-report-222692 ma nagement.

as likely to hit

Despite protective measures in place, there is no
guarantee that an organization can be risk-free or

immune to cyberattacks. These breaches come with a '31 8 3 M"-LIUN
cost as recovering from a breach consumes time and i

money J ~ Annual cost of

Current approaches for most organizations in incident
handling are oriented to business continuity and
disaster recovery. As a result, a proper root cause Source: The Costof ybererime, conducted by Poneman Institute LLC
analysis is often overlooked.

by banking industry

Many organizations face difficulties in gathering sufficient quality evidence for a comprehensive
investigation to be carried out when an incident happens.

do not have formal
cyber resilience plan in their organization

Source: IBM study mare than half of organizations with cybersecurity inci dent
response plans fail to test them
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Digital forensic readiness can be Urganizatinn‘s capahilitytn
described as an organization’s

capability to collect, preserve, and

analyze digital evidence. “ COLLECT

The objective is to maximize the ‘\ ["EITAI.
potential in using digital evidence | &

while minimizing the cost and time g m EVIDENCE
required for an investigation. i

In other words, it is the condition of 1 ‘ ANALYZE

being prepared in such a way that
digital evidence is appropriately

acquired before an incident so that A PREPARED CONDITION

it can be readily available when the So evidence is acquired before an incident and readily
need arises without interrupting available for investigation without interrupting business
business operations. operations

L y

By adopting digital forensic readiness, organizations can leverage this for both external and
internal purposes.

Increase chances of a positive
investigation outcome

Conduct forensic investigations in Serve to exempt the organization
an organized manner l from legal liabilities
o I:_I Support insurance
Maintain good governance claims in event of a
loss
—

Externally

© DIGITAL

Verification on disputed FU RENSIG n .
transactions RE AD'NESS Recovery under business

continuity plan
(&}
Internally ©
Threat detection
within an organization J .
| Improve effectiveness
- - of security monitoring
Support organization policies in line fﬂ ﬂ
with business impact analysis \

Prevent opportunities for malicious

Investigation on alleged actors to cover their tracks
employee misconduct




Implementation of

DIGITAL FORENSIC READINESS

a— 1 Identify the business

—— scenario that involve

I digital evidence
Identify potential

sources and types of
evidence (e.g.
database, application,
etc)

Determine the
criteria for evidence
collection and
storage

Establish a capability
for securely
gathering legally
admissible evidence

L

Establish policy using
a proper chain of
custody

0
7

Today, increased dependency on
information technology for business
operations has resulted in the
creation of digital footprints which
can be used to unravel the specifics
of an unexpected incident.

Organizations should shift their
focus from reactively approaching
incidents to being proactively
prepared even before incidents
are likely to occur to maximize the
potential of investigations that
will yield positive outcomes while
minimizing time and cost.

Awareness of
security operations
center (SoG) and
incident response
(IR) team capability

Assess
circumstances where
a full formal forensic
investigation is

Y

required
P Educate staff on
h incident response and
m ] awareness of digital
[ ] forensic processes

Document evidence-

%‘\% 9 based cases,

describing the

::g,.“%?;‘i:"" incident and its
impact

Ensure legal review to

D 1 facilitate appropriate
J action in response to
an incident

Regular testing on the
applicability of the
plan

1

Digital Forensic Readiness Planning and Readiness Checklist in
Order to Reduce Business Risk, Enterprise Security
Digital Forensic Readiness Checklist, Reserve Banks Information

Techn Limited
ATen Step for Forensic Readiness, International lournal

of Digital Evidence

should shift focus from

REACTIVE
APPROACH

-

i

Digital Forensic Readiness in Organizations

In essence, the planning for
digital forensic readiness
requires identification and
assessment of risk areas
within an organization and
actions to be taken to avoid
and minimize the impact
of the identified risks.

It should also involve a
comprehensive review and
analysisofan organization’s
current security posture,
which covers implemented
technical controls, policies,
procedures, and employee
skillset.

PROACTIVE
PREPARATION
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https://www.accenture.com/_acnmedia/PDF-96/Accenture-2019-Cost-of-Cybercrime-Study-
Final.pdf

https://www.bcg.com/d/press/20june2019-global-wealth-report-222692

https://newsroom.ibm.com/2019-04-11-IBM-Study-More-Than-Half-of-Organizations-with-
Cybersecurity-Incident-Response-Plans-Fail-to-Test-Them

https://www.isaca.org/resources/isaca-journal/past-issues/2014/importance-of-forensic-
readiness

https://digital-forensics.enterprisesecuritymag.com/cxoinsight/digital-forensic-readiness-
planning-and-readiness-checklist-in-order-to-reduce-business-risk-nid-1184-cid-59.html

https://www.nationalarchives.gov.uk/documents/information-management/forensic-readiness.
pdf

https://www.utica.edu/academic/institutes/ecii/publications/articles/A0B13342-B4EQO-1F6A-
156F501C49CF5F51.pdf

https://pub.rebit.org.in/inline-files/DigitalForensicReadinessChecklist.pdf
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